Ynur lﬂl!lﬁr dated 1* December, addressed to Mr Smith, our Chief Executive, has been
passed to me for response.

W have noted the contents of your letter and the specific questions you have raised,
wers to which are provided below:

Mw Southern Co-op has reviewed any privacy as well as any other fundamental
3 m related to the use of Facewatch, and if so, what the outcome of that

Co-op followed the requirements of GD*F‘R and the Data Protection Act 2018

nalahm to its trial of facial recognition technology. Our impact assessment determined
'tha use of this mmnulngy did not create a high risk to the rights and freedoms of data

' 1 believe the legal framework governing your stores’ use of Facewatch is
fficiently clear and able to satisfy the requirements of clarity,

eability and accessibility as well as the legal tests of necessity and
: under the GDPR and the UK Data Protection Act 2018. We note there is

m mhﬁnn nf anmltch in Co-op Southern's privacy notice.

: yﬁfm have seen an 80 percent increase in assaults and violence agamst our
' not acqeptahle We're working hard to protect them but this is not lt

: 2 ._-.-aanazs -ﬂw south and hwu fbnusm:l the use of facial
rere there is a _msjhmr Iaml of unma Tha_ sysim is GﬁPR




The purposse of our limited and targeted use of facial recognition is to identiy when 8 k
repaat affander enters one of our stares. This gives our colleagues time to decide u:m
action they need to take, for example, asking them politely to leave the premises or notifying
police if this is a breach of a banning order. All of our customers at the 18 stores have besn
made awars with distinctive signage.

The number one reason for violance in our stores and within the wider retail sector is when a

colleague intervenes after a theft has akready taken place. Using facial recognition in this
limited way has improved the safaty of our store colleagues.

No facial images are shared with the police or with any other organisation, nor are any other
organisation's images shared with us for use within facial recognition. Only images of
individuals known to have offended within our premises, incduding those who have been
banned/excluded, are used on our facial recognition platform. Only the image of the known
offender is stored in the platform. No sensitive data in relation to those persons is held. The
platform does not store the image of evary person who enters our store.

Any further use of facial recognition will be limited and we have no plans to roll this out
across all of our stores.

We therefore do believe that our use of the system meets the tests of being necessary and
proportionate.

The way in which we use any personal data across our business is set out in our Privacy
Notice [and ancillary policy notices]. We have a legitimate business interest to use facial
recognition to protect the safety of our colleagues and customers. Across our business we
work with subcontractors who provide services where we do not have the expertise in
house, as set out in our Privacy Notice, and, as is common practice, we do not refer to all of
these subcontractors individually by name as it would not be practically possible to keep
the Privacy Notice up o date. Signage is displayed in the stores that are currently using
facial recognition technology.

Whether you are aware if Facewatch has in fact entered into such a data sharing
agreement with any Police force or whether it is sharing any data with Police, or
whether it is likely to in the near future.

We have no such knowledge.

If not, whether you will investigate the matter and confirm with Facewatch if it
is or has shared data collected in your stores with any Police force, or if it has
allowed any Police force access to the cameras, or if it has any plans for doing
80.

We have no current plans to investigate the matter. The system that we operate is
standalone and contains only images of evidenced offenders that we have authorised to be
held in the system. Such images are not shared with the Police or any other third party.

“Data Protection Officer



